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CASTLE PINES HOMES ASSOCIATION, INC. 

EMERGENCY SERVICES DEPARTMENT 

RFID ACCESS CARD POLICY 

Adopted August 23, 2018 

1. Purpose and Administration.  Most residents access the Village resident entrance lanes using an 

RFID tag affixed to their vehicle.  This Policy governs the issuance and use of portable RFID access 

cards for residents or contractors who demonstrate a need for access with multiple vehicles.  This 

Policy will be administered by the Emergency Services Department (ES) and the Emergency Services 

Committee (Committee). 

2. Background.  The Castle Pines Homes Association (CPHA) began using RFID technology for vehicular 

access in 2018, in part because of the enhanced security it provides.  Previously, residents used a 

transponder that could easily be removed from its plastic case and shared with another 

unregistered vehicle.  In contrast, the RFID tag adheres directly to the registered vehicle and is 

destroyed if removed.  Recognizing that some residents and contractors regularly access the Village 

using multiple vehicles, ES will make available portable RFID access cards that avoid having to use 

the slower visitor entrance lanes.  But because they present the same security risk as the old 

transponders, the use of RFID access cards will be limited to residents or contractors who can 

demonstrate a genuine need. 

3. Application for an RFID Access Card.  A resident or contractor may apply for an RFID access card by 

submitting an application to ES.  The application must identify the reasons for requesting the RFID 

access card and the duration for which it will be needed.  Application forms are available from ES or 

on the Village website, www.castlepinesvillage.org.    Unless the applicant requests a temporary 

RFID access card described below, ES will submit the completed application to the Committee for 

review and determination. 

4. Issuance of RFID Access Cards.  If an application for an RFID access card is approved, ES will issue 

the card to the applicant upon receipt of payment for the card (currently $40.00).  Temporary RFID 

access cards may be approved by the ES Director or, in his absence, the CPHA General Manager, 

while short-term and permanent RFID access cards require Committee approval. 

Temporary RFID Access Cards:  If an application requesting an RFID access card for a duration of 30 

days or less is approved, ES will issue a “temporary” RFID access card to the applicant and disable it 

at the end of the approved duration.  Upon return of the temporary RFID access card in good 

working order, ES will refund the purchase price to the applicant.  The ES Director will report to the 

Committee each month on temporary RFID access cards issued during the prior month.   
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Short-Term RFID Access Cards.  If an application requesting an RFID access card for a duration of 

more than 30 days and less than one year is approved, ES will issue a “short-term” RFID access card 

to the applicant and disable it at the end of the approved duration.  If the need for the card extends 

beyond the estimate in the application, the applicant may request an extension from the ES Director 

or in his absence, the CPHA General Manager, without filing a new application.  Upon return of the 

short-term RFID access card in good working order, ES will refund the purchase price to the 

applicant. 

Permanent RFID Access Cards.  If an application requesting an RFID access card for a duration 

exceeding one year is approved, ES will issue a “permanent” RFID access card to the applicant.  The 

applicant must renew the permanent RFID access card on each anniversary of its issuance by 

submitting a renewal application verifying the continued need for the card.  A permanent RFID 

access card will be disabled on its anniversary unless a renewal application has been approved by 

the Committee.  If the renewal application indicates that the continued need for the RFID access 

card will expire before the next anniversary, ES will disable the card on the date indicated in the 

renewal application. 

5. Determination of Eligibility.  Use of an RFID access card is a privilege, and the ES Director, the CPHA 

General Manager or the Committee may grant or reject an application in his or its sole discretion.  

The ES Director, the CPHA General Manager or the Committee may also from time to time modify 

his or its criteria for granting RFID access cards (including the examples below) or suspend the 

program entirely.  The application must demonstrate a significant inconvenience if an RFID access 

card is not provided, such as use of a rental or loaner car for an extended period, frequent regular 

use of a taxi or other third-party transportation, or frequent vehicle changes by new car dealership 

personnel or employees using pooled vehicles.  A perceived negative appearance of the RFID tag will 

not be deemed a sufficient justification for an RFID access card.  Misuse of a previous RFID access 

card or a false or misleading statement on a prior application will be grounds for rejecting a 

subsequent application. 

6. Use.  Unless specifically authorized in writing by ES or the Committee, (a) each resident issued an 

RFID access card may use it only with a vehicle occupied by the resident or a member of the 

resident’s household who would otherwise be entitled to enter the Village as a resident, (b) each 

contractor issued an RFID access card may use it only with a vehicle occupied by the contractor’s 

authorized personnel, and (c) no one may possess or use an RFID access card other than the resident 

or contractor to whom it is issued, a member of the resident’s household who would otherwise be 

entitled to enter the Village, or an authorized representative of the contractor.  If an RFID access 

card is lost or stolen or if the need for the RFID access card stated in the application expires before 

the card is otherwise disabled, the resident must immediately notify ES so the card can be disabled. 

7. Violations.  ES may immediately disable any RFID access card found to have been used in violation 

of Section 6 or to have been issued based on a false or misleading statement in the application.  The 

violation will then be referred to the Committee, which may uphold the ES action or reinstate the 

RFID access card.  Upon request, the resident or contractor may present his or her case for 

reinstatement to the Committee.  The Committee may also refer the violation to the CPHA 

Enforcement Committee for further action if the circumstances warrant. 


